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API
CreateFile

ntCreateFile

zwCreateFile

IRP_MJ_CREATE

CreateFilter

DispatchCreate

IRP

Ntdll.dll

ring0

sysenter or int 2e

CreateFile

ntCreateFile

zwCreateFile

IRP_MJ_CREATE

DispatchCreate

IRP

Ntdll.dll

ring0

sysenter or int 2e

Ring3CreateFile

NtCreateFile

ZwCreateFile

IRP_MJ_CREATE

DispatchCreate

IRP

ring0

sysenter or int 2e

Hook
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Rootkit Anti-Rootkit
Rootkit RK

Anti-Rootkit ARK
Xuetr-PCHUNTER
Icesword
Darkspy

Bootkit( bootkit)
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IDA Pro
C

int myFunc(int a, int b)
{

int c = a + b;
return c;

}
void main(void)
{

int a = 0;
int b = 1;
myFunc(a, b);

}
vmp

a.Callee
mov eax, dword ptr ss:[esp+8]
mov ecx, dword ptr ss:[esp+4]
add eax, ecx
ret
b.Caller
push 1
push 0
call MyFunc
add esp,8
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Linux Android

1.Java +Linux NDK
2.Android
3.SMALI ARM
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” bug BUG

0Day

POC Proof of Concept

cve.mitre.org/cert.org/blogs.360.cn/wooyun.org
/freebuf.com
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void msg_display(char * buf)
{

char msg[200];
strcpy(msg,buf);
cout<<msg<<endl;

}

n
…

1

eip

ebp
ebp

esp
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void func(char *buff)
{

char *p1 = malloc( sizeof(node) ) ;
strcpy( p1 , buff ) ; // 128+16

char *p2 = malloc( sizeof(node) ) ;
//….
return;

}
Node1

Node1->bp->fp = Node1->fp
( (Node1->where) + 0x8 ) = (Node1->what)
Node1->fp->bp = Node1->bp
( (Node1->what) + 0xC ) = (Node1->where)
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APT
APT: (Advanced Persistent Threat APT)

0DAY
APT
0DAY

APT

(GOOGLE APT
APT APT

APT



www.mallocfree.com

APT -
GOOGLE

FACEBOOK GOOGLE

IE
0DAY

GOOGLE IM
URL IE 0DAY
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APT - stuxnet

4
WINDOWS 0DAY
USB USB

3 0DAY



www.mallocfree.com



www.mallocfree.com

C
C

C++/C
Effective C++
More Effective C++

C
C
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Windows 2000 Art Baker
:Windows
: Windows

Windows
Rootkits: Subverting the Windows Kernel Greg Hoglund

Windows NT File System Internals

0day . 2

Android
Android

UNIX
Linux

Linux
Linux
Linux

Linux_ _V11_
Linux
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• http://bbs.pediy.com
• http://www.wooyun.org
• http://www.freebuf.com/
• cve.mitre.org
• cert.org
• blogs.360.cn

• Wowocock
• Linxer
• Mj0011
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match
1

2
band 6, be proficient in, be familiar with,

skillful in use of, experience in, have a knowledge
of
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BAT IT
C sizeof static

C++( STL

/

MTU

SQL

Windows PE
Linux CORE
Android

Singleton Adapter
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IT

QQ 213774841
QQ:10950150
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Q&A
The end


